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Identifying vulnerable smart.contracts has a direct impact on blockchain
security because it helps users avoid using these contracts. Calculating the risk
level is preferable to accurately identifying these types of contracts using
classification models because these models have classification errors. In
addition, the data'required to achieve high accuracy may not be available.
Therefore, with the help of avulnerability risk estimation criterion for smart
contracts, users can be helped in decision-making. In this research, the issue of
vulnerability risk in_smart contracts is introduced. In addition, an effective
criterion for ts estimation is devised. In this criterion, linear discriminant
analysis of smart contracts and distances to their nearest neighbors is exploited
to estimate the risk of an unknown smart contract. Although deep learning is
not used in the proposed criterion and it requires little training data, it provides
a realistic risk estimate. Experiments conducted on a real dataset of Ethereum
blockchain smart contracts, including vulnerable and secure contracts,
demonstrate the effectiveness of the proposed criterion. Furthermore, the
performance of the proposed measure in term of detection rate, accuracy, recall
and F1-score is superior to existing risk estimation metrics in other areas, such
as apps and URLs.
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12.yx = WT X x;

13. mYv = mean(Yv); mYs = mean(Ys);
14.dv = |yx —mYv|;

15.ds = |yx — mYs|;

16. sd,=0;

17.fori=1tokdo

18. nv = first member of VS;

19. 0,= ED(x,nv);

20. foreachv; € VSdo

21. 0; = ED(x,v;);
22. if 0; < 0, then
23. nv =v;

24. 0, =0;

25.  Endfor;

26. SV =S8V -{nv}

27.  sdy+=0y;

28. Endfor;

29. sdg =0;

30. fori=1tokdo

31. ns = first member of SS;
32. Oy = ED(x,ns);

33. foreachs; € SSdo

34. 0; = ED(x,s;);
35. if 0; < O, then
36. ns =s;;

37. 05 = Oi;

38. Endfor;

39. S§§5=SS5-—{ns}
40. sdg+= Og;

41. Endfor;
ds+%%s
42. return sdy b
Kk
end
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Procedure LNR (SCs, x, k)

begin

1. SCs = normalize (SCs);

2. VS = {V vulnerable sc € SCs};

3. 8§ ={Vsafe sc € SCs};

4. mv = mean(VS);

5. ms = mean(SS);

6. SWy = Xxevs(xi —mv) X (x; — mv)’;
7. SWs = Yyess(x; —ms) X (x; — ms)T;
8. SW = SWy + SWs;

9. W =SW~1 x (mv — ms);

10.Yv = WT x VS;

11.Ys = WT x §S;
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