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PAPER INFO ABSTRACT
Paper history: oday, due to the considerable benefits of the Internet of Things (IoT) in various
Received: 29 April 2023 fields such as smart homes, industry, cars, agriculture, etc., its application is
Revised: 25 May 2023 very widespread. Due to this, the security of these networks is receiving more
Accepted: 13 September and more attention. One of the methods of providing security in networks as
2023 well as IoT network is intrusion detection systems. Traditional intrusion
detection systems are not very efficient for use in the Internet of Things, so the
Keywords: use of new methods is required. One of these methods is intrusion detection
Deep learning; systems based on machine learning and deep learning that have been considered
Inrusion detection in this area. They are trained in machine learning and deep neural network
systems; learning to detect attack patterns. There are important parameters for setting up
Internet of things; a machine learning network, and choosing the right value for these parameters
Meta-heuristic has a great impact on system accuracy. In this paper, a method is presented that
algorithms; uses meta-heuristic algorithms such as genetic algorithm, particle swarm
Geray wolf optimizer. optimization, artificial bee colony and gray wolf to find the optimal

hyperparameters for the deep learning network and the intrusion detection
system is created based on these hyperparameters. This method was
implemented using the Tensorflow and keras libraries and tested on the
KDDCup99, UNSW-NB15 and Bot-IoT datasets. The results showed that the
proposed method can detect attacks with a high accuracy of 99%.
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2 Deep Belief network
3 Particle swarm optimization
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4 Restricted Boltzmann Machine
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