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PAPER INFO ABSTRACT
Paper history: oday, due to the considerable benefits of the Internet of Things (IoT) in various
Received: 29 April 2023 fields such as smart homes, industry, cars, agriculture, etc., its application is
Revised: 25 May 2023 very widespread. Due to this, the security of these networks is receiving more
Accepted: 13 September and more attention. One of the methods of providing security in networks as
2023 well as IoT network is intrusion detection systems. Traditional intrusion
detection systems are not very efficient for use in the Internet of Things, so the
Keywords: use of new methods is required. One of these methods is intrusion detection
Deep learning; systems based on machine learning and deep learning that have been considered
Inrusion detection in this area. They are trained in machine learning and deep neural network
systems; learning to detect attack patterns. There are important parameters for setting up
Internet of things; a machine learning network, and choosing the right value for these parameters
Meta-heuristic has a great impact on system accuracy. In this paper, a method is presented that
algorithms; uses meta-heuristic algorithms such as genetic algorithm, particle swarm
Geray wolf optimizer. optimization, artificial bee colony and gray wolf to find the optimal

hyperparameters for the deep learning network and the intrusion detection
system is created based on these hyperparameters. This method was
implemented using the Tensorflow and keras libraries and tested on the
KDDCup99, UNSW-NB15 and Bot-IoT datasets. The results showed that the
proposed method can detect attacks with a high accuracy of 99%.
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2 Deep Belief network
3 Particle swarm optimization

VF-¥ )Le(g A4 O)Lou:-t 99 9 WJLA

A o o ki IS5 4 i

or 3l eslaial b Sek el 4 s 605,
ASS (9,0 (sSu g (solSiws o ouls Aol gladainy
bOMNEL) &5 i alov (53 sly sy ol 230 mcsm
3 a8 el ool b sLosl ol o (S, gaSs
2335 o0 (gmy 9 5T Bl s 5l (55508 Sl ]
) 39 panseis oo 35 ete JSB 4y a5 (g, nl 5o
Sy g 0gd co oolawl o3l SU 5l e o alol
g )3 g odd Jolod g 45 0jley0 cnl G5k 5l 559
093y ol 00,8 o Jlol pae 4y (glaie 3985 aSis
S35 Bras LS )3 93 (At £ 9 e sl
IA] oS o @il (6 yiaS

st PS> SlaaSd (gl Sodi (Al e S
Mo gole et 18, 5 Kbl 5 daseion 5l ooliciul Ly a5
A &l sl e g Amaral Lwgs 5,8 o ololis |
R aSD 50 Gl plge w08 gl by, nl o
ol 51 RIS o oS e s Laaglcans 3 45 Wigd oo
olsd b 1y 055 slaaluan oyl glodiey oo S
A e aueid Ohge 50 g 00l Cdllae ool et
degoza Widd oo EMbI (635 50 oldg) o e i
03guzte ;O g 059y Dglaie Bl e sl 3 5l plas o lsd
L8] Wgs oo @)l (ysiled o] lawgs loasluan 0,5 o]
casis pegas o [Vo] dlis o a8 aagy g
sy 39 a5l e ol Ll Sl s 5 el
5 eoliiu] pranal 50 g wgSias )l (gaadigs
ools wgSae ljg (gamddgs hg, ;| eolanwl L
Sheolatnl b s 050,50 (s0i009,5 aslas ol
ot 0y e Dy0 Wil 59y GanALS el CS )0
i)l 2550 5 $5loans MATLAB 5l oslal b s,

S el i Gl ol @S &5 <85 )8

ol lad ]y og>
2 &)l bl i ol sleaSil )0 398 janis sy
Gindiss Jilo e 45 9,8 @l [VV] Wi
cozolr ol wdbioe sla¥gs slal Gials g (xlangs
5ol jo s @l R2L § UZR o> 8L sl
sl ele sl Nalve Bayes gooatws o,

Aloads aeh Al S )0 4S5 3585 Latedd i

i ) S5k Joo alee



\A)

SS gy opl 4o 58,5 &I BOtIDS 6l 4y sLisl oo sl
Sloo)S oaled (59, 1) 3985 Laris 5 )llas a5 08
i (2] ol 00 009381 ALl s card oo plosil aSLs
Jol ol jo lal aiS o Joe 51 A )0 3985 sl
Iy Jow g ools ploil 1) ools acgase (i3l o pgo g
ot bl Jae paw S50 e WS (o0 Sl
3leolaiwl b Jaw obml les oo 2U5, cas sloosls
S5l (oras (4D g (7 (as 8D oS S
031> dasgazme (59, (b9, (nl Szl @l 0 e el

D]zl cons as 0 29 oYL cds 4 Bot-1oT
ol 5o eads plil sla IS @ azgr L ciS Wb Ll o
oolaiwl  esa8  slaosls acgeme I Vgere als)
L s Sl alold (ol Sl b a5 (1 Jpaz)ssiios
Wlosges 33503 WMozl ol £98 59, 2 )5 (B p
bl alize OMas slodl coynl sbbaSlls o oS
L oS ar Jo o, ol sl 5 1 s gois
aalal ol B85k slasl el sleaSis slcosgase
WS 4y A cnl o eols &Il Jhg, Ll el jo ole
aled pailojlo |y Gros job gasiss Jlizls 4y Gl

Codio gllas 753 5 JYL S5i5 ateil C8o a5 gl g5 @

il azils |, oS
S el g Gaos Hob AL pgbio -
& 8

6o p,88l g Gros ol (6 Al ppeie i (pl o
205 oo paitteeysb 4 (5 1018

Gwos H3b gaSet —)-Y

S (Lgian (al (A Bres (655 slaaSd
St Y Wgd oo S5 lagyg 5 5l Y paiz 5laS
Olsie 4 3T sy 5 09 o0 428 S I 50 (5345 sY
WY 93 (nl Gm )0 edee S I 0 (295 Y
slay il 4 a5 5,5 o0 )3 slagsy 5l aY s
Toadsgaze (peiily Slagmile gl o0 aiiS Ao
lonl gl &5 wited hses Wye o s (RBM)
osls (sacgozme ;o Jliz! xje5 Gos @5 (S0l
Y o Juld peyde bl sl a8l dswg
o &5 csalie LB Y 5 ki Y il
D, 0g2g Y S5 j0 05 90 o Jlal

4 Restricted Boltzmann Machine
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f; : the best of this generation

frest - the global best

PART ONE: Methaheuristic Algorithm
1: Initialization

2: Calculate the fitness of initial population

f =099 xp+001x!

3:for | from 1 to 50

4: Do one generation of Metaheuristic Algorithm
5:  Calculate fitness value

6: it fi > fhest

7 fbest « fl

8: end if

9: end for

PART TWO: Deep Belief Network

10: extract Land N from fj g,

11:for [ from1to L

12:  training the I RBM

13: end for

14: fine-tune the RBM and Back Propagation
15: Test IDS-DBN with test set
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