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Recent advances in the field of Artificial Intelligence, particularly in deep
learning, have led to significant achievements in various domains.
However, in some areas, these advancements have posed threats to
individuals' privacy. For instance, one emerging application based on deep
learning is Deepfake. Deepfake algorithms can generate synthetic images
and videos that humans cannot distinguish from real ones. In this context,
it becomes imperative to introduce models and algorithms capable of
automatically differentiating between real and fake data. In recent years,
numerous studies have been conducted to understand the functioning of
Deepfakes, and various deep learning-based methods have been introduced
to identify and distinguish videos or images generated by Deepfakes from
real ones. To enhance the accuracy of Deepfake detection and concurrently
leverage the capabilities of different types of convolutional neural
networks, this paper proposes a hybrid model using four convolutional
neural networks. Relying on the high capabilities of these networks in
extracting effective features from the input image, the proposed model can
simultaneously discern the authenticity of the input image through the
collaboration of these four models. The presented results on three
databases, namely 140k real and fake faces, DFDC faces, and Deepfake
and real images, demonstrate accuracies of 99.12%, 96.24%, and 98.80%,
respectively. These results indicate an improvement of 2.42%, 9.72%, and
0.55% compared to existing models.
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