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PAPER INFO ABSTRACT

Paper history: Cyber attacks on protective relays lead to power grid outages. Any
Received: 2024-06-01 manipulation of the output and input signals of the relays and their settings is
Revised: 2024-08-24 considered a cyber attack. So far, there has been various research on the
Accepted: 2024-08-28 detection of cyber attacks, but the access of a comprehensive method that uses

signals in the network to detect and classify attacks with the least amount of
computing time is an essential requirement of the power grid. In this article, a

Keywords: novel model of overcurrent relays based on two parameters, pick-up current
Cyber attack; and monitoring current, is proposed, and then three types of common attacks
Modelling; include Denial of service, injecting false data in measurement values, changing
Overcurrent relay; the setting values of the relay is implemented in the Matlab/Simulink software
Grid signals; on a nine-bus and three machines IEEE standard network. The results show that
Logical analysis. the proposed detection method based on logical relationships between pick-up

current, monitoring current, positive and negative sequence of voltage and
current and the command sent from the relay to the circuit breakers provides
an acceptable performance with high accuracy and without false trigger by
detection time of 17 ms in simulation. This method is superior to other detection
techniques because it does not depend on the operating point, relay protection
scheme and type of cyber attack. The proposed logic could discriminate
between symmetric and asymmetric faults and single and multiple cyber
attacks. To achieve this goal, it only needs more signals from different buses
and relays.
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® Denial of Service
7 Man in the middle
8 Rouge device
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2 Human Machine Interface
3 Replay Attack

4 Altered Set point

3 False Data Injection
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12 Bad Data Detector
13 Automatic Generator Controller
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1:Input: |, V, Command Signal
2:Initialize: 5,1 € {1,...., 12}, 1 g,
3:for j=12 do
4:Calculate: lpg , Iy Ves s Vi o |

NS; 7 “mon;
B iflpg 25 &Vps <6, &V =l =0
IopJ < Ipick—upJ & ImunJ = O'Zlnominall 'then

send — Command Signal
else if lpg <3 &Vps, 25 &V =I5, =0---

IopJ > Ipickfupj & Imon] S0-2|nominau, ,then
8: block — Command Signal
: else
10: break
11: end if
12: end for
13:return
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1:Input: |, V, Command Signal
2:Initialize: 5,,i e{1,.....,12}, | pick-up,
3:for j=12 do
4:Calculate: los, Ins;» Ves,» Vis, |

NSJl mon;
5: ifIpsjzﬁi&vpslzdi&vmj=INSJ=0---
Iopj > Ipick,upl & Imonj 20-2|nomana|, ,then
6 block — Command Signal
7: else
8 break
9: end if
10: end for
11:return
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1:Input: | , V, Command Signal

2:In|t|aI|ze:§i,|e{1 ....... 12}'Ipick—upjﬂ
3:for j=12 do
4:Calculate: IPS. , INS. , VPS. , VNS. ’Imon.
J J J J J
5. if IPS. 2§i &VPS ) s&i &VNS. :INS. =0---
J J J J
1 > . &I >0.21 .
opj pick —upj monj nomlnalj
&diff (Command Signal) > Othen
6: send — Command Signal with  delay
7: else
8: break
9: end if

10: end for
11:return
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